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रामट्रिय साइबर सरुक्ा नीमि २०८० को मिशे्षण
भमतिराि मिमिरे (अमिितिा)

k[i7e"ld
casf] g]kfnsf] ;d[l4 / ;'/Iff cfufdL lbgdf 

xfdLn] s;/L ;fOa/ :k]; / o;sf r'gf}tLnfO{ 

;fdgf u5f}{F eGg]df lge{/ u5{ . ;"rgf k|ljlwdf 

ePsf] tLj| ljsf;n] cgluGtL cj;/ NofPsf] 5 

tyflk cj;/;Fu} a9\b} uPsf] r'gf}tL tyf hf]lvd 

klg gsfg{ ;lsFb}g . /fHo Joj:yfsf] ;~rfng, 

ljsf;sf] Joj:yfkg, ;fj{hlgs ;]jf k|jfx tyf 

gful/ssf b}lgs lqmofsnfk l8lh6n k|ljlwdf 

lge{/ x'Fb} uO/x]sf] cj:yfdf ;fOa/ ;'/Iff 

r'gf}tLk"0f{ x'Fb} uPsf] 5 . lbgfg'lbg a9\b} uO/x]sf] 

JolQmut, ;+:yfut 8f6f rf]/L÷b'?kof]u, ;"rgf 

k|ljlw k|0ffnLx¿dflysf] cglws[t kx'Fr, /fli6«o tyf 

cGt/f{li6«o ;"rgf k|ljlw k|0ffnLdfly eO/x]sf ;fOa/ 

cfqmd0fsf] k|lt/Iff ug{] ljifonfO{ ;'lglZrt ug{ 

;fOa/ cfqmd0faf6 x'g ;Sg] Iflt /f]Sg, Go"gLs/0f 

ug{ / eljiodf x'g ;Sg] o:tf cfqmd0faf6 ;'/lIft 

/xg' cTofjZos ePsf] 5 . 

Psftkm{ ;'/lIft ;"rgf k|ljlwsf] k|of]uaf6 kf/bzL{ 

Pjd\ k|efjsf/L ;fj{hlgs ;]jf Joj:yfkgsf] 

ck]Iff k"/f ug'{kg{] cj:yf 5 eg] csf{]tkm{ gful/s 

clwsf/sf ljZjJofkL dfGotf, g]kfnsf] ;+ljwfgn] 

k|bQ u/]sf] df}lns xs sfof{Gjog ug'{kg{] 

cj:yf;d]t 5 . o;sf ;fy} /fli6«o tyf cGt/f{li6«o 

:t/df ;"rgf k|ljlw k|0ffnLdf eO/x]sf] ;fOa/ 

cfqmd0fsf] k|lt/Iff ;'lglZrt ug'{kg{] kIfdf ;d]t 

Wofg hfg' plQs} cfjZos 5 . xfdL ;fOa/ :k];sf] 

k|of]uaf6 6f9f /xg ;Sb}gf}F . o;sf] bfo/f ;ª\s'rg 

u/]/ xf]Og, ;'/lIft u/]/ k|of]u u/]sf] v08df of] 

r'gf}tL dfq geO{ cj;/sf ¿kdf ablng ;S5 . 

g]kfnsf] ;"rgf 
k|ljlw;DaGwL ljut / 
jt{dfg l:ylt
g]kfndf klxnf] k6s @)@* ;fndf /fli6«o 
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hgu0fgfsf] tYof° k|zf]wgsf qmddf sDKo'6/ 
k|ljlwsf] k|of]u ePsf] xf] . @)#! ;fndf sDKo'6/;Fu 
;DalGwt klxnf] ;+:yf ;]G6/ km/ On]S6«f]lgs 8f6f 

k|f];]l;ª :yfkgf eof] h;sf] gfd kl5 /fli6«o 
sDKo'6/ s]Gb| ePsf] xf] .1

/fli6«o ;~rf/ gLlt @)$(, b"/;~rf/ P]g, @)%# / 
b"/;~rf/ lgodfjnL, @)%$ nfu' ePkZrft d'n'sdf 
b"/;~rf/ If]q v'nf Pjd\ k|lt:kwL{ o'udf k|j]z u/]sf] 

xf] . @)%& ;fndf nfu' ePsf] ;"rgf k|ljlw gLltn] 
;"rgf k|ljlwnfO{ b]z ljsf;sf] a[xQ/ nIo xfl;n 

ug{] cf}hf/sf ¿kdf :yflkt ug{] cjwf/0ff cl3 
;f/]sf] lyof] . To;}u/L ;"rgf k|ljlwsf] pkof]uaf6 
;fdflhs Pjd\ cfly{s ljsf;sf nIox¿ xfl;n 

ub{} ul/aL Go"gLs/0f ug{] nIosf ;fy ;"rgf k|ljlw 
gLlt, @)^& hf/L ul/of] . pQm gLltdf k|ljlw 
k|of]udf ;"rgfsf] ;'/Iff Pjd\ tYof°sf] uf]kgLotfnfO{ 
;'b[9 ul/g] ljifodf hf]8 lbOPsf] lyof] . 

gjf}F of]hgf -@)%$–@)%(_ df ljBfnox¿df sDKo'6/ 
lzIff Jofks¿kdf lj:tf/ ug{], pRr cWoogsf nflu 

cf}krfl/s lzIff tyf pRr tflnd Joj:yf ug{], 
:t/Lo ljBfno / ;"rgf k|ljlw kfs{ :yfkgf ug{] 
/ ;/sf/L sfof{nodf of]hgf th'{df / Joj:yfkgdf 

sDKo'6/ pkof]udf hf]8 lbg]nufotsf gLlt sfo{qmd 
lyof] . t/ of]hgf cjlwdf ;"rgf k|ljlw lzIffsf] 
ljsf; / lj:tf/sf nflu $ j6f ljZjljBfnonfO{ 

cg'bfg ;xof]u pknAw u/fOPsf], ;"rgf k|ljlw 
gLlt, @)%& hf/L ul/Psf] / ljB'tLo sf/f]af/ P]g, 

lgod tof/ ul/Psf] tyf ag]kfdf ;"rgf k|ljlw 
kfs{sf] lgdf{0f ;'? ul/Psf] kfOG5 . 

/fli6«o cfjZostfcg';f/ ;"rgf k|ljlwsf] ljsf; 

/ lj:tf/ u/L To;df ;j{;fwf/0f hgtfsf] 
;xh / ;/n kx'Fr ;'lglZrt ug{] tyf /fli6«o 
ljsf;df ;"rgf k|ljlwsf] pRrtd pkof]u ug{]2 

/fHosf] gLlt 5 . ljB'tLo tYof° cfbfg–k|bfgsf] 
dfWodaf6 jf cGo s'g} ljB'tLo ;~rf/ dfWodaf6 

x'g] sf/f]af/nfO{ e/kbf{] / ;'/lIft agfO ljB'tLo 
clen]v l;h{gf, pTkfbg, k|zf]wg, ;~ro, k|jfx 
1 ;"rgf k|ljlw gLlt, @)^& . 
2 g]kfnsf] ;+ljwfgsf] wf/f %!-r_-%_ . 

tyf ;Dk|]if0f k|0ffnLsf] dfGotf, ;Totf, cv08tf 
/ ljZj;gLotfnfO{ k|df0fLs/0f tyf lgoldt ug{] 
Joj:yf ug{ / ljB'tLo clen]vnfO{ cglws[ttj/af6 

k|of]u ug{ jf To:tf] clen]vdf u}/sfg'gLtj/af6 
kl/jt{g ug{] sfo{nfO{ lgoGq0f ug{sf nflu3 klxnf] 
sfg'gL¿kdf ljB'tLo -On]S6«f]lgs_ sf/f]af/ P]g, @)^# 
tyf ljB'tLo sf/f]af/ lgodfjnL, @)^$ sfof{Gjogdf 
5g\ . 

;"rgf tyf ;~rf/ k|ljlwsf] k|of]uaf6 ;'zf;g 

k|a4{g ug{]nufotsf p2]Zo /fvL ;"rgf tyf ;~rf/ 
k|ljlw gLlt, @)&@ hf/L eO{ sfof{Gjogdf 5 . 
o; gLltdf ;fOa/ ;'/Iffsf] ljifonfO{ ;Daf]wg ub{} 
;fOa/ ;'/Iff lgsfo :yfkgf tyf ;fOa/ cfqmd0fsf] 
klxrfg, /f]syfd, k|lt/Iffnufotsf cfofdx¿sf] 

k|efjsf/L¿kdf ;Daf]wg ug{], ;fOa/ ;'/Iff;DaGwL 

Ifdtf clej[l4 sfo{qmd ;~rfng ug{], cfkTsfnLg 
sDKo'6/ p4f/ ;d"x -Computer Emergency 
Response Team_ :yfkgf u/L ;fOa/ ;'/Iff;DaGwL 
r'gf}tLx¿ zL3| ;Daf]wg ug{] Joj:yf ldnfOg] pNn]v 
5 . /fli6«o ;'/Iff gLlt, @)&% n] ;fOa/ ;'/IffnfO{ 

/fli6«o ;'/Iffsf] Ps dxTjk"0f{ cfofdsf ¿kdf 
;d]6]sf] 5 . 

;"rgf k|ljlwsf] ljsf; tyf a9\bf] k|of]u;Fu} b]lvPsf] 
;fOa/ ;'/Iff hf]lvdsf] klxrfg, To;af6 x'g] 
c;/sf] Go"gLs/0f / cfsl:ds ;fOa/ ;'/Iffsf] 

Joj:yf ug{] p2]Zon] ;"rgf k|ljlw cfsl:ds 
;xfotf ;d"x ;~rfng tyf Joj:yfkg lgb{]lzsf, 
@)&% hf/L eO{ sfof{Gjogdf 5 . pQm lgb{]lzsfdf 

Joj:yf ePcg'¿k /fli6«o ;"rgf k|ljlw cfsl:ds 
;xfotf ;d"x -National Information Technology 
Emergency Response Team_ / /fli6«o ;fOa/ 
;'/Iff cg'udg s]Gb| :yfkgf eO ;/sf/L ;"rgf 
k|ljlw k|0ffnLx¿sf] lg/Gt/ cg'udg eO/x]sf] 5 . 

rfn' cfjlws of]hgfn] ;fOa/ ;'/Iff tyf 
uf]kgLotf;DaGwL sfo{ ug{ ;fOa/ ;'/Iff cg'udg 
s]Gb| :yfkgf u/L ;fOa/ ;'/IffnfO{ k|efjsf/L agfOg] 
ljifonfO{ hf]8 lbPsf] 5 . l8lh6n g]kfn k|m]djs{, 

3 ljB'tLo -On]S6«f]lgs_ sf/f]af/ P]g, @)^# . 



3

राष्ट्रिय साइबर सरुक्ा नीष्ि २०८० को ष्िश्लेषण

सलेन्टर फर ष्िष्िया ररसर्च – नलेपाल

@)&^ df /fli6«o ;fOa/ ;'/Iff s]Gb| :yfkgfnufotsf 
;fOa/ ;'/Iff;Fu ;DalGwt ljifox¿nfO{ 
;dfj]z ul/Psf] 5 . b"/;~rf/ tyf Og6/g]6 ;]jf 

k|bfosx¿sf] ;"rgf k|ljlw k|0ffnL ;d]l6g] u/L 
;fOa/ ;'/Iff ljlgodfjnL, @)&& sfof{Gjogdf 5 . 

;"rgf k|ljlw k|0ffnL -Joj:yfkg tyf ;~rfng_ 
lgb{]lzsf, @)&! ;fy} cgnfOg afn ;'/Iff lgb{]lzsf, 
@)&^ sfof{Gjogdf 5g\ . g]kfn ;/sf/sf] jflif{s 
gLlt tyf sfo{qmddf ;fOa/ ;'/Iff;DaGwL ljifonfO{ 

k|fyldstfsf ;fy pNn]v u/]sf] kfOG5 .4

/fli6«o ;fOa/ ;'/Iff gLlt, 
@)*) n] p7fg u/]sf ljifo
g]kfnsf] ;Gbe{df /fli6«o ;fOa/ ;'/Iff gLltsf ¿kdf 

kfl/t ePsf] of] klxnf] ;fOa/ ;'/Iff gLlt xf] . 
o;n] cfufdL lbgdf ;fOa/ ;'/Iff ;DaGwdf lgdf{0f 
x'g] sfg'gx¿sf ;Gbe{df dfu{ lgb{]zssf ¿kdf sfd 

u5{ . xfn hf/L /fli6«o ;fOa/ ;'/Iff gLlt, @)*) 
sf] ;Gbe{df Jofks¿kdf 5nkmn u/L o;df ePsf 

sdhf]/L cf}NofPsf] v08df cfufdL lbgdf sfg'g 
lgdf{0fsf ;Gbe{df of] gLltn] ;fy{stf kfpg ;S5 .

g]kfnsf] ;Gbe{df ;fOa/ ;'/Iffsf nflu k|efjsf/L 

sfg"gL Joj:yf tyf ;+:yfut ;+/rgf gx'g', ;fOa/ 
;'/Iff;DaGwL ef}lts tyf k|fljlws k"jf{wf/sf] 
sdL, ;fOa/ ;'/Iffsf If]qdf bIf hgzlQm tyf 

cg';Gwfgsf] sdL, ;fOa/ ;'/Iff;DaGwL ;r]tgfsf] 
sdL, ;fOa/ ;'/Iff ;DaGwdf cfGtl/s tyf afXo 

;dGjodf sdL h:tf kIfnfO{ ;d:ofsf ¿kdf /fli6«o 
;fOa/ ;'/Iff gLltn] pNn]v u/]sf] 5 . o;sf 
;fy} ;"rgf tyf ;~rf/ k|ljlw k|0ffnLdf x'g] ;fOa/ 

cfqmd0fsf] hf]lvd Go"g ug{sf nflu gLltut / 
;+/rgfut Joj:yf ug{', ;fOa/ ;'/Iff ;'lglZrt 
ug{ ;dofg's"n cg';Gwfg / Ifdtfdf cfwfl/t bIf 
hgzlQm ljsf; / pkof]u ug{', /fli6«o ;+j]bgzLn 
k"jf{wf/ -National Critical Infrastructure_ sf] 
klxrfg Pjd\ ;+/If0f ug{', ;fj{hlgs, Jofj;flos 

4  /fli6«o ;fOa/ ;'/Iff gLlt, @)*) . 

/ JolQmut ;"rgf tyf tYof°df cglws[t kx'Fr 
lgoGq0f ug{', gful/s ;]jfdf ljZj;gLo l8lh6n 
k|0ffnL / ;fOa/ ;'/Iff k|Tofe"t ug{', ;fOa/ ;'/Iffsf 

nflu /fli6«o tyf cGt/f{li6«o ;xof]u tyf ;dGjo 
ug{'nfO{ gLltn] k|d'v r'gf}tLsf ¿kdf cf}NofPsf] 5 .

gLltsf] cfjZostf
;~rf/ tyf ;"rgf k|ljlwsf] If]qdf ePsf] tLj| 
ljsf;n] ljZjnfO{ Ps ufpF -Global Village_ sf 
¿kdf kl/0ft u/]sfn] ;"rgf k|ljlwsf] pRrtd k|of]u 
u/L cfly{s tyf ;fdflhs ¿kfGt/0fsf nIo k|fKt 

ug{ tyf ;fOa/ ;'/Iffdf ;Ifd x'g ljBdfg gLltut 
tyf ;+:yfut Ifdtf clej[l4 ug{'kg]{ b]lvPsf] 5 . 

;fOa/ ;'/Iff;DaGwL ljifo gofF x'g'sf] ;fy} hl6n / 
r'gf}tLk"0f{;d]t 5 . g]kfndf o; If]qdf cfjZos kg]{ 

cg';Gwfg / Ifdtfdf cfwfl/t bIf hgzlQmsf] sdL 
5 . ;fOa/ ;'/Iff, af}l4s ;DklQsf] ;+/If0f, ;'/Iff 
;+j]bgzLntf / cle;/0f -Convergence_ nufotsf 
ljifo ;Daf]wg ug{'kg]{ b]lvPsf] 5 . ;fOa/ cfqmd0f 
Pjd\ ;fOa/ ck/fw ;LdflaxLg x'g] ePsfn] o;sf] 

lgoGq0fsf nflu cGt/f{li6«o:t/df ;xof]u, ;dGjo / 
;xsfo{ cfjZos b]lvPsf] 5 .

o; gLltn] ;°lnt, k|zf]lwt, ;ª\u|lxt, k|sflzt 

Pjd\ k|;fl/t ;"rgf, tYof° Pjd\ ;"rgf tyf ;~rf/ 
k|ljlw k|0ffnLsf] uf]kgLotf, cv08tf, pknAwtf, 
k|dfl0fstf / cflwsfl/stf -Confidentiality, 
Integrity, Availability, Authenticity and 
Authorization_ sf] :t/ j[l4 ug{ ;+j]bgzLn 
k"jf{wf/ k|bfosx¿n] ;~rfng u/]sf jf pkof]u 

u/]sf ;"rgf k|0ffnLsf] hf]lvd Joj:yfkg Ifdtf j[l4 
ug{;d]t dxÎjk"0f{ cfwf/ lgdf{0f ug]{ x'Fbf ;'/lIft 

Pjd\ pTyfgzLn ;fOa/ :k]; lgdf{0fsf nflu /fli6«o 
;fOa/ ;'/Iff gLlt th{'df ug{ cfjZos 7fg]sf] 
kfOG5 . 

o;}u/L ;'/lIft Pjd\ pTyfgzLn ;fOa/ :k]; 
-Resilient Cyber Space_ lgdf{0f ug{' o; gLltsf] 
bL3{sfnLg ;f]r b]lvG5 eg] sfg'gL / ;+:yfut 
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;+/rgf lgdf{0f, hgr]tgf clej[l4 / Ifdtf ljsf; 
ub}{ ljlw, k|ljlw / hgzlQmsf] ;+of]hgaf6 ;"rgf 
tyf tYof° Pjd\ ;"rgf tyf ;~rf/ k|ljlw 

k|0ffnLnfO{ ;'/lIft agfpg] d'Vo Wo]o 5 . 

nIo tyf p2]Zo
ljZjJofkL ;fOa/ ;'/Iff ;"rsf° -Global Cyber 
Security Index–GCI_ :sf]/ -Score_ $$=(( af6 
cfufdL % jif{leq ^), !) jif{leq &) / !% jif{leq 

*) k|ltzt k'¥ofpg] nIo;lxt ;'/lIft ;fOa/ :k]; 
lgdf{0fsf nflu sfg'gL / ;+:yfut Joj:yf ug{', 
;fOa/ cfqmd0fsf] hf]lvd Go"gLs/0f ub}{ ;+j]bgzLn 

/fli6«o k"jf{wf/ ;+/If0f ug{', ;fOa/ :k];nfO{ ;zQm 
/ ;'b[9 agfpg ;fOa/ ;'/Iff If]qdf cg';Gwfg, 

hgzlQm pTkfbg Pjd\ sfo{/t hgzlQmsf] Ifdtf 
clej[l4 ug{', l8lh6n k|0ffnLaf6 k|jfx x'g] ;]jfnfO{ 
ljZj;gLo / ;'/lIft agfpg', ;fOa/ ;'/Iff;DaGwL 
hf]lvd Go"gLs/0fsf nflu låkIfLo, If]qLo tyf  

cGt/f{li6«o :t/df ;dGjo, cg'ej Pjd\ ;xof]u 
cfbfg–k|bfg ug{' o; gLltsf] p2]Zo 5 . 

/fli6«o ;fOa/ ;'/Iff gLlt, @)*) sf] /0fgLlt / sfo{gLltx¿

qm=;= /0fgLlt sfo{gLlt

!= ;'/lIft / pTyfgzLn 
;fOa/ :k]; agfpg 

cfjZos sfg'g Pjd\ 
dfkb08 th{'df ug]{ . 

•	 ljBdfg sfg'gnfO{ ;fOa/ ;'/Iff cg's"n x'g]u/L ;+zf]wg, kl/dfh{g / 
k'g/fjnf]sg ul/g]5 .

•	 ;fOa/ ck/fw -Cybercrime_ lgoGq0f Pjd\ ;fOa/ ;'/Iff ;anLs/0fsf 
nflu sfg'g th{'df ul/g]5 .

•	 ;"rgf k|ljlwaf6 l;h{gf x'g] tYof°x¿ juL{s/0f ug{sf nflu cfjZos 
dfkb08 lgwf{/0f ug{ sfg'gL tyf gLltut Joj:yf ul/g]5 .

•	 ;fOa/ ck/fw cg';Gwfg, k|df0f ;°ng, cleof]hg tyf lgoGq0fsf 

nflu cGt/f{li6«o dfkb08cg'¿k sfg'gL tyf gLltut Joj:yf ul/g]5 .
•	 ;"rgfsf] xs, uf]kgLotfsf] xsnufotsf df}lns clwsf/x¿ ;+/If0fsf 

;Gbe{df /fli6«o, If]qLo / cGt/f{li6«o dfkb08cg'¿k sfg'gL tyf gLltut 
Joj:yf ul/g]5 .

•	 ;"rgf k|ljlwsf] dfWodaf6 l;h{gf x'g] af}l4s ;DklQ tyf k|ltlnlk 

clwsf/ ;+/If0fsf nflu ;DalGwt sfg'gdf ;+zf]wg / PsLs/0f ul/g]5 .
•	 ;fOa/ cfqmd0f tyf ck/fwaf6 l;h{gf x'g] hf]lvd axg ug{ ;fOa/ 

;'/Iff ladf Joj:yf ul/g]5 .

•	 ;fOa/ ;'/Iffsf dfkb08x¿ sfof{Gjogsf nflu cGt/f{li6«o dfkb08;d]tsf 
cfwf/df /fli6«o ;fOa/ ;'/Iff k|m]djs{ th{'df ul/g]5 .

•	 ;+j]bgzLn k"jf{wf/ hf]lvd cfsng tyf Go"gLs/0f -Risk assessment 
and Mitigation_ Pjd\ 36gf k|ltsfo{ of]hgfx¿ -Incident Response 
Plans_ lgdf{0f u/L sfof{Gjog ul/g]5 .

•	 Joj;fo lg/Gt/tf of]hgf -Business Continuity Plan_ tyf ljkb\ 
k'gnf{e of]hgf -Disaster Recovery Plan_ agfO sfof{Gjog ul/g]5 .

•	 ;fOa/ ;'/Iff k|lqmofdf k"j{tof/L, ;+/If0f, klxrfg, k|ltsfo{ tyf k'gnf{e 
-Preparedness, Protection, Detection, Response and Recovery_ 
;DaGwL sfo{ljlw tof/ u/L sfof{Gjog ul/g]5 .
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•	 /fli6«o ;fOa/ ;'/Iff /0fgLltsf nflu k|fljlws dfu{bz{g -Technical 
Guideline_ ljsf; ul/g]5 .

•	 u'0f:t/Lo ;6j]o/, xf8{j]o/ g]6js{ l8efO; lgdf{0f, cfoft k|of]u;DaGwL 

dfkb08 tof/ u/L nfu' ul/g]5 .
•	 ;~rf/ tyf ;"rgf k|ljlw;Fu ;DalGwt ;+:yfx¿sf] clen]vLs/0f 

-Profiling_, Ohfhtkq k|bfg -Licensing_ tyf ;6j]o/x¿ k/LIf0f 
-Vetting_ ul/g] Joj:yf ul/g]5 .

•	 ;fOa/ ;'/Iff;DaGwL cGt/f{li6«o cEof;;d]tsf cfwf/df Go"gtd k|fljlws 
dfkb08 -Minimum Technical Standard_ lgdf{0f ul/g]5 .

•	 ;fOa/ ;'/Iff k/LIf0fsf] dfkb08 / k/LIfs -Auditor_ sf] of]Uotf 
lgwf{/0f ul/g]5 .

•	 ljleGg ;"rgf k|ljlw k|0ffnL tyf ;]jfaLr cGt/;~rfng / 8f6f cfbfg–
k|bfgnfO{ ;xh agfpg v'nf dfkb08sf] k|of]unfO{ k|f]T;fxg ul/g]5 .

•	 ;"rgf k|ljlw k|0ffnL tyf ;]jfaLr 8f6f cfbfg–k|bfg ubf{ Encryption 
sf] k|of]unfO{ sfof{Gjogdf NofOg]5 .

•	 ;"rgf tyf ;~rf/ k|ljlw / ;fOa/ ;'/Iff;DaGwL k/fdz{ ;]jf tyf 
k|fljlws pks/0f vl/bsf nflu ljz]if sfg'gL Joj:yf u/L sfof{Gjog 

ul/g]5 .
•	 8f6f s]Gb|sf] ;'/Iffsf nflu cfjZos dfkb08 lgdf{0f ul/g]5 .

@= ;"rgf Pjd\ ;"rgf 
tyf ;~rf/ k|ljlw 

k|0ffnLsf] ;'/Iff ug{ 
;+:yfut ;+/rgfx¿ 
lgdf{0f Pjd\ 
;'b[9Ls/0f ug]{ . 

•	 ;fOa/ ;'/Iffsf] ljifodf cg';Gwfg tyf ljsf;, ;fOa/ ;'/Iff k|jw{g, 
hgr]tgf clej[l4, ;fOa/ ;'/Iff;DaGwL k"j{tof/L, /f]syfd, klxrfg, 

k|ltsfo{ tyf k'gnf{e ug{ rf}aL;} 306f -@$÷&_ ;Dks{ lgsfosf ¿kdf 
sfo{ ug{, l8lh6n kmf]/]lG;s cg';Gwfg ug{ tyf ;fOa/ ;'/Iff;Fu 
;DalGwt lgsfosf] lgodgsf/L ;+:yfsf ¿kdf ;d]t sfo{ ug]{ u/L 
/fli6«o ;fOa/ ;'/Iff s]Gb| :yfkgf ul/g]5 .

•	 ;"rgf k|ljlw If]qsf] k|jw{g, lgodg tyf ;/sf/L lgsfox¿sf nflu 
cfjZos kg]{ ;"rgf k|ljlw k|0ffnLsf] ljsf; Pjd\ lgodg ug]{ u/L ;"rgf 

k|ljlw ljefusf] sfo{If]q lj:tf/ ul/g]5 .

•	 ;fOa/ ;'/Iff / ;fOa/ ck/fw cg';Gwfg;DaGwL ljBdfg ;+:yfx¿sf] 
Ifdtf clej[l4 ul/g]5 .

•	 ;fOa/ ;'/Iff;DaGwL cfqmd0fx¿sf af/]df ;"rgf cfbfg–k|bfg ug{ 
l8lh6n k"jf{wf/ -Digital Infrastructure_ ljsf; ul/g]5 .

•	 ;/sf/L g]6js{ -Government Owned Network–Intranet_ / National 
Internet Gateway lgdf{0f ul/g]5 .

•	 ;fOa/ ;'/Iff;DaGwL /fli6«o cfsl:ds of]hgf -National Contingency 
Plan_ tof/ u/L sfof{Gjog ul/g]5 .

•	 ;fOa/ ;'/Iff;DaGwL lqmofsnfksf] ;dGjo Pjd\ k|fyldsLs/0fsf nflu 
/fli6«o ;fOa/ ;'/Iff sfof{Gjog ;ldlt u7g u/L lqmofzLn agfOg]5 . 
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•	 g]kfn sDKo'6/ cfsl:ds ;xfotf ;d"x -Nepal Computer Emergency 
Response Team -NP–CERT__ tyf If]qut sDKo'6/ cfsl:ds ;xfotf 
;d"x / k|b]zdf k|fb]lzs sDKo'6/ cfsl:ds ;xfotf ;d"x u7g u/L 

lqmofzLn t'NofOg]5 . ;fy} ;ª\3, k|b]z / :yfgLo txsf] ;dGjo / 
;xsfo{sf nflu ;fOa/ ;'/Iff ;"rgf ;+oGq lgdf{0f ul/g]5 .

•	 ;fj{lhgs lgsfo tyf ;+:yfx¿sf] Jofj;flos of]hgfdf ;"rgf ;'/Iff 
gLltx¿ ;dfj]z ug{ k|f]T;flxt ul/g]5 .

#= ;fOa/ ;'/IffnfO{ 

;'b[9 ug{ ;an 
Pjd\ ;'/lIft 
k|ljlw, k"jf{wf/ / 
k|lqmofsf] Joj:yf 
ub}{ ;+j]bgzLn 

/fli6«o k"jf{wf/x¿ 

klxrfg u/L ;+/If0f 
ug]{ . 

•	 ;"rgf tyf ;~rf/ k|ljlw k|of]u x'g] /fli6«o ;+j]bgzLn k"jf{wf/x¿ 

-National Critical Infrastructures_ klxrfg u/L ;+/If0f ul/g]5 .
•	 ;+j]bgzLn tYof° ;°ng, k|zf]wg, k|of]u tyf e08f/0f ug]{ ;fj{hlgs 

lgsfo tyf lghL If]qsf ;+:yfnfO{ cfjlws¿kdf ;fOa/ ;'/Iff k/LIf0f 
clgjfo{ ul/g]5 .

•	 JolQmsf] cgnfOg klxrfgsf] ;'/Iff Pjd\ 8f6f ;'/Iff;DaGwL Joj:yf 

ul/g]5 .

•	 JolQmut jf ;+:yfut tYof°x¿ ;°ng, k|zf]wg, k|of]u Pjd\ e08f/0f 
ug]{ lgsfox¿df ePsf ;fOa/ cfqmd0f tyf k|of]ustf{sf 8f6f xflg 
gf]S;fgL, tyf rf]/L;DaGwL ;"rgfsf] k|ltj]bg /fli6«o ;fOa/ ;'/Iff 

s]Gb|df ug{'kg]{ Joj:yf ul/g]5 .
•	 ;fOa/ ;'/Iff;DaGwL k"jf{wf/ lgdf{0f tyf :t/f]Gglt ul/g]5 .

•	 ;fOa/ ;'/Iff;DaGwL k/LIf0f Pjd\ k|df0fLs/0fsf nflu k|rlnt sfg'g, 
dfkb08 Pjd\ c;n cEof;sf] cg'z/0f ug]{ Joj:yf ldnfOg]5 .

•	 ;fOa/ ;'/Iff ljsf;sf ;"rsx¿ lgdf{0f u/L /fli6«o ;fOa/ ;'/Iff 

kl/kSjtf -National Cyber Security Maturity_ dfkg ul/g]5 .
•	 ljB'tLo dfWodaf6 k|jfx x'g] ;]jf tyf 8f6fnfO{ ;'/lIft / e/kbf]{ 

agfOg]5 .
•	 ;/sf/L lgsfox¿sf] PlKns];g ;6j]o/ / Od]ndf ljB'tLo x:tfIf/sf] 

k|of]unfO{ k|f]T;fxg ul/g]5 .
•	 ;fj{hlgs tyf ;]jfk|bfos lgsfon] k|of]u ug]{ xf8{j]o/, ;6j]o/ / 

g]6js{x¿sf] lgoldt ;'/If0f k/LIf0f ug]{ Joj:yf ldnfOg]5 .
•	 :jb]zL ;"rgf tyf ;~rf/ k|ljlw;DaGwL pTkfbgx¿ vl/b tyf k|of]unfO{ 

k|f]T;flxt ul/g]5 .
•	 ;~rf/ tyf ;"rgf k|ljlw k|0ffnLsf] ;'b[9Ls/0f ug{ Olysn Xoflsª 

-Ethical Hacking_ nfO{ k|f]T;fxg ul/g]5 .

$= ;fOa/ ;'/Iff;DaGwL 

bIf hgzlQm 
pTkfbg cg';Gwfg 
/ pkof]u ug]{ .

•	 ;fOa/ ;'/Iff;DaGwL ljifonfO{ ljBfno :t/ tyf pRr lzIffsf] kf7\oqmddf 

;dfj]z ul/g]5 .
•	 ;fOa/ ;'/Iff;DaGwL bIf hgzlQm pTkfbg ug{ ;fOa/ ;'/Iffsf] If]qdf 

sfo{ ug]{ ;ª\3÷;+:yf;Fusf] ;xsfo{df ;fOa/ ;'/Iff lkmlgl;ª :s'n 
-Finishing School_ sf] Joj:yf ul/g]5 .
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•	 /fli6«o tyf cGt/f{li6«o ljZjljBfnox¿;Fusf] ;xsfo{df ;fOa/ 
;'/Iff;DaGwL bIf hgzlQm pTkfbg ul/g]5 .

•	 ;fOa/ ;'/Iff;DaGwL cWoog÷cg';Gwfg tyf ljsf;sf nflu 

ljZjljBfnox¿nfO{ k|f]T;flxt ul/g]5 .
•	 ;fOa/ ;'/Iff If]qdf sfo{/t ;fj{hlgs lgsfosf hgzlQmsf] Ifdtf 

clej[l4sf nflu cGt/f{li6«o dfkb08cg'¿ksf tflnd Joj:yf ul/g]5 .
•	 g]kfn sDKo'6/ cfsl:ds ;xfotf ;d"x - Nepal Computer Emergency 

Response Team -NP–CERT_ _ sf] Ifdtf clej[l4 ul/g]5 .
•	 ;/sf/L lgsfox¿df cfjZostfcg';f/ ;fOa/ ;'/Iff;Fu ;DalGwt bIf 

hgzlQm Joj:yf ul/g]5 .
•	 ;fj{hlgs tyf lghL If]qsf ;"rgf ;'/Iff k];fsdL{x¿ -Information 

Security Professionals_ sf] of]Uotf klxrfg u/L lgoldt Ifdtf ljsf; 
ug]{ Joj:yf ul/g]5 .

•	 ;+j]bgzLn ;]jf k|bfosx¿ ;d]l6g] u/L jflif{s¿kdf /fli6«o ;fOa/ l8«n 

cfof]hgf ul/g]5 .

%= ;fOa/ ;'/Iffsf 

nflu l8lh6n 
;fIf/tf sfo{qmd 
;~rfngdf NofO 

hgr]tgf clej[l4 
ug]{ .

•	 ;fOa/ ;'/Iff;DaGwL hgr]tgf clej[l4sf nflu :yfgLo txdfkm{t ;d'bfo 

kl/rfng ul/g]5 .
•	 ;fOa/ ;'/Iffsf] hf]lvdaf6 ;'/lIft /xg ;ª\3, k|b]z / :yfgLo 

tx;d]tsf] ;xsfo{df ;d'bfo:t/;Dd hgr]tgf clej[l4 sfo{qmdx¿ 

;~rfng ul/g]5 .
•	 Ho]i7 gful/s, dlxnf tyf afnaflnsf, ljz]if cfjZostf ePsf JolQmx¿ 

tyf gful/s ;dfhnfO{ nlIft u/L ;fOa/ ;'/Iff;DaGwL hgr]tgf 
sfo{qmdx¿ ;~rfng ul/g]5 .

•	 ;fOa/ ;'/Iff;DaGwL ;fj{hlgs rf;f]sf ljifo, 36gf cflbaf/] gful/snfO{ 

;';"lrt ug{ cfjZostfcg';f/ lgb]{zg -Advisory_ hf/L ul/g]5 .
•	 ;fOa/ ;'/Iff;DaGwL hgr]tgfd"ns ;fdu|Lx¿ lgdf{0f, ljt/0f / k|;f/0f 

ul/g]5 .

^= ;'/lIft ;fOa/ :k]; 
lgdf{0fsf nflu 

;fj{hlgs lgsfo, 
lghL If]q / gful/s 
;dfhaLr ;dGjo 

Pjd\ ;xsfo{ ug]{ .

•	 ;'/lIft ;fOa/ :k]; lgdf{0fsf nflu ;Dk"0f{ ;dfh -Whole of the 
Society_ sf] cjwf/0ff cjnDag ul/g]5 .

•	 ;fOa/ ;'/Iff k"jf{wf/x¿ ljsf; ug{ ;/sf/L, lghL tyf ;fj{hlgs lghL 
;fem]bf/L [Public–private partnership – -PPP_] cjwf/0ff cjnDag 
ul/g]5 .

•	 ;fOa/ ;'/Iff hf]lvd Go"gLs/0f ug{ gful/s ;dfh, k|fl1s ;+:yf tyf 
lghL If]q;Fu ;xsfo{ Pjd\ ;dGjo ul/g]5 .

•	 ;fOa/ ;'/Iff;DaGwL sfo{ ug]{ ;ª\3÷;+:yfx¿nfO{ k|f]T;fxg Pjd\ lgodg 
ul/g]5 .
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&= ;fOa/ ;'/IffnfO{ 
;'b[9 ug{ cGo 
d'n's tyf 

cGt/f{li6«o 
;ª\3÷;+:yfx¿;Fu 

;dGjo Pjd\ 
;xsfo{ ug]{ .

•	 ;fOa/ ;'/Iff;DaGwL ljifodf cGt/f{li6«o ;xsfo{sf nflu ;Dks{ ljGb' 
-Focal Point_ tf]lsg]5 .

•	 ;fOa/ ;'/Iffsf nflu Ifdtf clej[l4, ;"rgf cfbfg–k|bfg / ;fOa/ 

ck/fw lgoGq0f ug{ låkIfLo Pjd\ ax'kIfLo ;xsfo{ ul/g]5 .
•	 ;fOa/ ;'/Iff;DaGwL hf]lvd Go"gLs/0f ug{ ;fOa/ ;'/Iff If]qdf sfo{/t 

If]qLo Pjd\ cGt/f{li6«o ;ª\u7g tyf ;d"xx¿;Fu ldn]/ ;xsfo{ ul/g]5 .
•	 ;fOa/ ;'/Iff;DaGwL hf]lvd Go"gLs/0f ug{ ;fOa/ ;'/Iff If]qdf sfo{/t 

If]qLo Pjd\ cGt/f{li6«o ;+oGqx¿df ;xeflutf hgfOg]5 .

*= ;fOa/ ;'/Iffsf nflu 

lg/Gt/ cg'udg u/L 
;'/lIft cgnfOg 
:k]; lgdf{0f

ug]{ .

•	 OG6/g]6 tyf ;fdflhs ;~hfn k|of]u u/L e|fds hfgsf/L ;Dk|]if0f ug]{ 

sfo{nfO{ lgoGq0f ul/g]5 .
•	 dlxnf, afnaflnsf jf n}lËs tyf of}lgs cNk;ª\Vos JolQmlj¿4 

nlIft cgnfOg ;]jfx¿nfO{ lgif]w ul/g]5 .
•	 OG6/g]6 tyf ;fdflhs ;~hfnsf] k|of]udfkm{t x'g] ljleGg k|sf/sf lx+;f 

Pjd\ e]befj lgoGq0f ul/g]5 .

•	 /fli6«o ;'/Iffdf cfFr k'¥ofpg], 3[0ff jf å]if km}nfpg], cgnfOg pTkL8g 

-Online harassment_ / ;fOa/ a'lnª ug]{, ;fdflhs tyf ;fDk|bflos 
;b\efjdf vnn k'¥ofpg], cZnLntf km}nfpg] lsl;dsf l8lh6n ;fdu|Lsf] 
;Dk|]if0f lgif]w ul/g]5 .

•	 :kfd -Spam_ d];]hx¿ ;Dk|]if0f ug]{ sfo{ lgoGq0f ul/g]5 .

(= ;6j]o/ ljsf;stf{ 
jf cfk"lt{stf{, 
xf8{j]o/ pTkfbs 

jf cfk"lt{stf{ jf 
;]jf k|bfosnfO{ 
cfjZostfcg ';f/ 
lhDd]jf/ agfpg] .

•	 ;6j]o/ ljsf;stf{nfO{ cfkm"n] ljsf; u/]sf] ;6j]o/sf] u'0f:t/ Pjd\ 
;'/Iff ;'lglZrttfsf nflu lhDd]jf/ agfOg]5 .

•	 xf8{j]o/ lgdf{0fstf{nfO{ cfkm"n] lgdf{0f u/]sf] xf8{j]o/sf] u'0f:t/ Pjd\ 

;'/Iff ;'lglZrttfsf nflu lhDd]jf/ agfOg]5 .
•	 ;"rgf k|ljlw;DaGwL ;]jf k|bfosx¿nfO{ cfkm"n] k|bfg u/]sf] ;]jfsf] 

u'0f:t/ Pjd\ ;'/Iff ;'lglZrttfsf nflu lhDd]jf/ agfOg]5 .
•	 cfk"lt{stf{nfO{ cfkm"n] cfk"lt{ u/]sf] ;6j]o/ tyf xf8{j]o/sf] u'0f:t/ 

Pjd\ ;'/Iff ;'lglZrttfsf nflu lhDd]jf/ agfOg]5 .

o; gLlt sfof{Gjogdf g]t[TjbfoL e"ldsf ;~rf/ tyf 
;"rgf k|ljlw dGqfnosf] x'g]5 . If]qut /0fgLlt Pjd\ 
sfo{gLltx¿sf] k|efjsf/L sfof{Gjog ug{] lhDd]jf/L 
ljifout dGqfnox¿sf] /xg] pNn]v 5 . of] gLlt 

sfof{Gjogsf nflu ;~rf/ tyf ;"rgf k|ljlw dGqL 
cWoIf /xg] u/L cfjZos dfu{bz{g ug{], gLltcGtu{t 
;~rfng x'g] sfo{qmd tyf lqmofsnfkx¿sf] 
k|efjsf/L sfof{Gjogdf ;dGjo, ;xhLs/0f, cg'udg 
tyf d"Nof°g ug{] u/L ljleGg dGqfno, /fi6« a}°, 

ljifolj1;d]t /x]sf] lgb{]zs ;ldlt ;+:yfut 
;+/rgfsf ¿kdf Joj:yf ul/Psf] 5 .  

;fOa/ ;'/IffnfO{ dha't agfpg /fli6«o ;fOa/ 
;'/Iff /0fgLlts sfo{;d"xsf ¿kdf ;d]t sfo{ 
ug{sf nfu /fli6«o ;fOa/ ;'/Iff sfof{Gjog ;ldlt 
/xg] Joj:yf 5 . ;f] ;ldlt ;~rf/ tyf ;"rgf 

k|ljlw dGqfnosf ;x;lrj ;+of]hs /xg] u/L 
ljleGg dGqfno, ;'/Iff lgsfo, k|]; sfplG;n, 
ljZjljBfno tyf lghL If]qsf] ;d]t ;xeflutf x'g] 
u/L lgdf{0f x'g] Joj:yf 5 . of] ;ldltn] ;fOa/ 
;'/Iff;DaGwL P]g, lgod, gLlt, /0fgLlt, dfkb08 

/ sfo{of]hgfdf ;d;fdlos ;'wf/sf If]q klxrfg 
ug{], ;fOa/ ;'/Iff;DaGwL lqmofsnfksf] ;dGjo 



9

राष्ट्रिय साइबर सरुक्ा नीष्ि २०८० को ष्िश्लेषण

सलेन्टर फर ष्िष्िया ररसर्च – नलेपाल

Pjd\ k|fyldsLs/0f ug{], /fli6«o ;+j]bgzLn k"jf{wf/ 

;+/If0fsf] lg/LIf0f ug{], ;"rgf ;'/Iff k];fsdLx¿ 

-Information Security Professionals_ sf nflu 

cfjZos Go"gtd of]Uotf klxrfg ug{], ;fOa/ 

;'/Iffsf 36gfx¿ ljZn]if0f ug{], ;fOa/ cfqmd0fsf 

;Defljt hf]lvdnfO{ Wofg /fvL rfNg'kg{] sbdx¿ 

lgwf{/0f ug{], hf]lvd cfsng Pjd\ cfkt\sfnLg 

of]hgfx¿ tyf ;DefJo hf]lvd Go"gLs/0fsf pkfox¿ 

klxrfg ug{], ;fOa/ ;'/Iff cg';Gwfg / bIf hgzlQm 

lgdf{0fdf cGo lgsfo;Fu ;dGjo u/L lgb{]zs 

;ldltdf k]; ug{] lhDd]jf/L 5 . 

;fOa/ ;'/Iff gLltsf] nIo k|flKtsf nflu /fli6«o 

Pjd\ cGt/f{li6«o ;|f]t tyf ;fwg kl/rfng u/L 

gLlt sfof{Gjogsf nflu cfjZos sfg'g lgdf{0f 

Pjd\ ljBdfg sfg'gx¿ k'g/fjnf]sg ug{]5 . gLltsf] 

;dLIff jflif{s¿kdf u/L cfjlws¿kdf k'g/fjnf]sg 

ug{] / gLlt sfof{Gjogsf nflu cg'udg ug{] d'Vo 

lhDd]jf/L lgb{]zs ;ldltnfO{ tf]s]sf] 5 . of] gLltn] 

;/f]sf/jfnfx¿sf] ;xof]u k|fKt ug{ sl7g x'g] ;Sg], 

;+j]bgzLn k"jf{wf/ k|bfosx¿n] k|bfg ug{] ;]jfx¿sf] 

;'/Iff / ;"rgf k|0ffnLdf kx'Fr k'¥ofpg sl7g x'g'sf 

;fy} ;fOa/ ;'/Iff;DaGwL bIf hgzlQm Joj:yfkgdf 

sl7gfO x'g ;Sg] kIfnfO{ d'Vo r'gf}tLsf ¿kdf 

lnPsf] kfOG5 . 

gLltaf/] ljZn]if0f
;"rgf / k|ljlwdf ePsf] ljsf; ;fy;fy} o;sf] 

;'/Iffsf] r'gf}tL ;d]t lbgfg'lbg a9\b} uO/x]sf] 

5 . cf}krfl/s ?kdf g]kfn ;/sf/sf]tkm{af6 

s'g} k|sf/sf] gLlt kfl/t x'g g;s]sf] cj:yfdf 

cfufdL lbgdf ;fOa/ ;'/Iff ;DaGwL sfg'g tyf 

xfd|f] b[li6sf]0f s] x'g] eGg] ;Gbe{df /fli6«o ;fOa/ 

;'/Iff gLlt, @)*) kfl/t x'g' cfkm}df dxTjk"0f{ sfo{ 

xf] . ;"rgf k|ljlwsf] pRrtd k|of]u u/L cfly{s 

tyf ;fdflhs ¿kfGt/0fsf nIo k|fKt ug{ tyf 

;fOa/ ;'/Iffdf ;Ifd x'g ljBdfg gLltut tyf 

;+:yfut Ifdtf clej[l4sf] k|of; ug'{, ;fOa/ 

;'/Iff, af}l4s ;DklQsf] ;+/If0f, ;'/Iff ;+j]bgzLntf 

nufotsf ljifonfO{ ;Daf]wg ug{sf] nflu kfOnf 

rfNg'nfO{ ;sf/fTds ?kdf lng ;lsG5 . ;fy} 

;'/lIft Pjd\ pTyfgzLn ;fOa/ :k]; lgdf{0f ug{] 

bL3{sfnLg ;f]r x'g', sfg'gL / ;+:yfut ;+/rgf 

lgdf{0f, hgr]tgf clej[l4 / Ifdtf ljsf; ub}{ ljlw, 

k|ljlw / hgzlQmsf] ;+of]hgaf6 ;"rgf tyf tYof° 

Pjd\ ;"rgf tyf ;~rf/ k|ljlw k|0ffnLnfO{ ;'/lIft 

agfpg]tkm{ rfn]sf kfOnf of] gLltsf] /fd|f kIf x'g\ . 

casf] b]zsf] ljsf;sf] dfgs eg]sf] ljZjJofkL 

;fOa/ ;'/Iff ;"rf° -Global Cyber Security 

Index–GCI_ ;d]t xf] . of] gLltn] ;f] ;"rf°nfO{ 

xfn sfod /x]sf :sf]/ -Score_ $$=(( af6 cfufdL 

% jif{leq ^), !) jif{leq &) / !% jif{leq *) 

k|ltzt k'¥ofpg] nIo lnPsf] 5 . oBlk of] nIo 

g]kfnsf] nflu w]/} dxTjsf+IfL / r'gf}tLk"0f{ 5 . 

t/klg o; vfnsf] kl/sNkgfnfO{ ;sf/fTds ?kdf 

lng ;lsG5 . 

o; gLltdf /x]sf ;sf/fTds kIf x'Fbfx'Fb} klg of] 

gLlt cln xtf/df NofOPsf] 5 . ;du| ;/f]sf/jfnf 

kIfx?;Fu j[xt 5nkmn u/L gNofPsfn] pgLx? 

of] gLltsf] lx:;]bf/ x'g ;s]sf] b]lvb}g . ;/sf/n] 

gLlt NofO x]/f} g egL em} u/L NofPsf] h:tf] 

b]lvG5 . of] gLltn] ;du| ;fOa/ ;'/Iffsf] cfufdL 

lgodgsf] ?k/]vf sf]g{] x'Fbf cln a9L tof/L / 

;a}sf ;fy lnP/ cfpg ;Sg' kYof{] ;f] x'g ;s]sf] 

b]lvb}g . of] gLltdf g];gn OG6/g]6 u]6j] lgdf{0f 

ul/g] pNn]v 5 . o;n] ubf{ OG6/g]6df ;/sf/L 

clwkTo sfod x'g ;S5 . /, lgot ;kmf geP 

o; k|fjwfgsf] cf8df ;/sf/n] h'g;'s} a]nf OG6/

g]6dfly lgoGq0f ug{ ;S5 . xfd|f] /fHo Joj:yfsf 

nf]stflGqs d"No tyf dfGotfx?sf] d"ndd{x? of] 

gLltsf] sf/0fn] lb3{sfnLg ?kdf lg:t]h x'g] t 

xf]Ogg\ eGg] s'/fdf z+sf ug{ ;lsg] cj:yf 5 . 

;"rgf k|ljlwsf] a9\bf] k|of]unfO{ lgodgsf gfddf 

lgoGq0f ug{] eGbf o;sf] ;xL ;b'kof]unfO{ ljz]if 

k|f]T;fxg ug'{kg{] x'G5 . t/ gLltdf OG6/g]6sf] 

k|of]unfO{ g} ;+s'rg ug{] tyf dgf]j}1flgs ?kdf 
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nf]stflGqs d"No / dfGotfx?nfO{ g} agfpg] vfnsf 

k|fjwfgx?nfO{ hf]8 lbOPsf] 5 . To;}u/L OG6/g]6 

tyf ;fOa/ :k];df gful/ssf] ;"rgfdfly kx'Fr /fVg] 

/ To;dfly lgu/fgL ;Sg] af6f] v'Nnf ul/Psf] 5 . 

o;af6 ;"rgfsf] b'?kof]u x'g] dfq geO gful/ssf] 

uf]klgotfsf] xs / ;+ljwfgn] g} k|Tofe"t u/]sf] 

cleJolSt :jtGqtfdfly g} cfFr k'¥ofpg ;Sg] hf]lvd 

klg 5 . 

;'emfj
•	 g]kfn ;/sf/sf tkm{af6 ;fOa/ ;'/Iffsf] 

;Gbe{{df ljutdf gLlt cufl8 a9fpg 

vf]lhPsf] eP klg kfl/t gePsf] ;Gbe{{df 

;fOa/ ;'/Iffsf nflu of] gLlt hf/L ul/g' 

cfkm}Fdf dxTjjk"0f{ sbd xf] . b]zsf nflu 

aGg] ;fOa/ ;'/Iff;DaGwL sfg'gnfO{ dfu{bz{g 

k|bfg ug{] x'Fbf ;/f]sf/jfnx¿;Fu kof{Kt 

5nkmn u/L ;"rgf / k|ljlwdf eO/x]sf] 

tLj|t/ ljsf;nfO{ ;d]6\g] u/L of] gLlt 

cfpg'kg{] lyof] t/ gLlt kof{Kt 5nkmnlagf 

/ ;d]6\g'kg{] sltko kIf g;d]6L cfPsf] 

b]lvG5 . 

•	 g]kfnsf] ;+ljwfgn] hgtfsf] k|lt:kwf{Tds 

ax'bnLo nf]stflGqs zf;g k|0ffnL, gful/s 

:jtGqtf, df}lns clwsf/, dfgj clwsf/, 

aflnu dtflwsf/, cfjlws lgjf{rg, 

k"0f{ k|]; :jtGqtf tyf :jtGq, lgikIf 

/ ;Ifd Gofokflnsf / sfg'gL /fHosf] 

cjwf/0ffnufotsf nf]stflGqs d"No / 

dfGotfdf cfwfl/t /fHosf ¿kdf kl/sNkgf 

u/]sf] 5 . To;f] x'Fbf g]kfn ;/sf/af6 

kfl/t x'g] s'g} klg sfg'g, lgod, gLlt 

tyf sfo{x¿ nf]stflGqs d"No / dfGotfsf] 

ljkl/t x'g] u/L hf/L / nfu' x'g} 

;Sb}g . gful/sn] dgf]j}1flgs¿kdf ;d]t 

nf]stflGqs d"No÷dfGotfaf6 ljrng x'g' 

eg]sf] nf]stflGqs d"No÷dfGotfaf6 ljd'v 

x'g' xf] . of] gLltdf plNnlvt ;/sf/L 

g]6js{ -Government Owned Network–
Intranet_ / National Internet Gateway 
lgdf{0f ul/g] s'/fn] g]kfnsf] ;+ljwfg tyf 

nf]stflGqs d"No÷dfGotfnfO{ g} ;dfKt 
u/L Psflwsf/ sfod ug{] cfzo emNsG5 

h'g ;+ljwfg tyf nf]stflGqs d"No÷dfGotf 

ljkl/t 5 . 

•	 clxn];Dd ;fOa/ ;'/Iffsf ;Gbe{{df sfg'gL 

tyf ;+/rgfut¿kaf6 ;d]l6Psf ljifo dgg 

u/L b]lvPsf ;d:ofnfO{ /fd|f];Fu k|If]k0f 

u/L gLltdf ;d]l6Psf] eP cfufdL lbgdf 

sfg'g tyf ;fOa/ ;'/Iffdf cfOkg{] ;d:of 

lgd{"nLs/0f ug{ dfu{bz{g k|fKt x'g] lyof] . 

•	 of] gLlt cfdhgtfsf] ;"rgf Pjd\ tYof°df 

;xh kx'Fr;Fu} ;fj{hlgs, Jofj;flos / 

JolQmsf tYof° Pjd\ ;"rgfx¿df cglws[t 

kx'Fr lgoGq0f ug{] eGbf gful/ssf ;"rgfdf 

/fHon] h;/L klg kx'Fr /fVg'k5{ eGg] 

dfGotfaf6 lgb{]lzt b]lvG5 . 

•	 of] gLltn] k|ljlwdf ePsf] ljsf; / 

r'gf}tLnfO{ s;/L ;d]6\g] eGg] ;Gbe{{df :ki6 

kfg{ ;s]sf] 5}g . 

•	 ;fOa/ ;'/Iffsf] cfjZostf tTsfnLg ePsf] 

x'Fbf gLltdf kl/sNkgf u/]sf] sfo{ ;DkGg 

ug{] tTsfnLg ¿k/]vf k|:t't x'g'kg{]df 

tTsfnLg ;d:of lg/fs/0f ug{] ;Gbe{{df 

gLlt df}g 5 . gLltdf tTsfn sfo{ k|f/De 

x'g] u/L Joj:yf x'g'kg{] b]lvG5  . 

•	 gLltdf ( j6f /0fgLlt k"/f ug{sf nflu 

&@ j6f sfo{gLlt ;dfj]z 5 . /0fgLlt / 

sfo{gLlt x]bf{ tTsfn} k"/f ug'{kg{]vfnsf 5g\ 

t/ plNnlvt /0fgLlt / sfo{gLlt k"/f ug{] 

s'g} 7f]; kl/sNkgf eg] kfOFb}g . 

•	 of] gLlt ljBdfg ;"rgf k|ljlwdf ePsf] 

tLj| ljsf;sf sf/0f ;a}df ;"rgf / 

k|ljlwsf] ;'/lIft kx'Fr k'¥ofpg] eGbf a9L 

;"rgf / k|ljlwsf] kx'Frdf ePsf gful/ssf] 

uf]kgLotfdf kx'Fr k'¥ofpgsf nflu hf/L 

ePsf] h:tf] b]lvG5 . Tof] cfz+sfnfO{ 

d]6fpg] u/L sfo{ ug{ h?/L b]lvG5 . 
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;Gbe{{ ;fdu|L
!=  g]kfnsf] ;+ljwfg . 

@=  dxh{g, xif{dfg / /fh, of]u]z . @)&@ .  
OG6/g]6;DaGwL g]kfn gLlt M Ps l6Kk0fL . 
ldl8of cWoog !) . b]j/fh x'dfufO{F, k|To"if jGt, 
z]v/ k/fh'nL, xif{dfg dxh{g, ch'{g kGyL,  

;+, k[=!!(–!$) . sf7df8f}F M dfl6{g rf}tf/L .

#=  /fli6«o ;fOa/ ;'/Iff gLlt, @)*) . 

$=  /fli6«o ;'/Iff gLlt, @)&# . 

%=  ljBdfg ;fOa/ ;'/Iffsf r'gf}tLx¿ Pjd\ ;fOa/ 
ck/fw lgoGq0fnfO{ k|efjsf/L agfpg] pkfosf 
;DaGwdf k|ltj]bg k]; ug{ ul7t cWoog 
;ldltsf] k|ltlj]bg . @)&* . 

^=  /fli6«o ;fOa/ ;'/Iff gLlt, @)*) sf] k|f/lDes 
ljZn]if0f M g];gn OG6/g]6 u]6j]sf gfddf 

lgolGqt OG6/g]6tkm{sf] ofqf . sf7df8f}F M 
l8lh6n /fO6 g]kfn . 

&=  ;"rgf k|ljlw gLlt, @)^& . 

*=  ;"rgf k|ljlw gLlt, @)%& . 
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;]G6/ km/ ldl8of l/;r{–g]kfn, ldl8of / gful/s ;dfh;Fu ;DalGwt 
gLltut tyf Jojxfl/s kIfdf cWoog tyf cg';Gwfg ug{] ;+:yf xf] . 
;]G6/n] ldl8of / gful/s ;dfhsf ljleGg kIfaf/] cg'udg, 5nkmn, 
tflnd, uf]i7L, ;]ldgf/nufot sfo{ ub{} cfPsf] 5 . ;]G6/n] kl5Nnf] 
;do ;ª\3Lo, k|fb]lzs / :yfgLo ;/sf/n] lgdf{0f u/]sf ldl8of / 
gful/s ;dfhsf] If]qnfO{ ;+s'rg ug{] u/L NofOPsf] gLlt tyf sfg'gx¿sf 
sdL÷sdhf]/L s]nfP/ ;+zf]wgsf nflu l6Kk0fL tyf ;'emfj lbFb} cfPsf] 5 . 
;du|df, ldl8of Pj+ gful/s ;dfh;Fu ;DalGwt gLltaf/] cWoog÷cg';Gwfg 
ug{ rfxg]x¿sf] ;xhtf / gLlt ;DaGwdf ;/f]sf/jfnfx¿sf] ;/f]sf/ Pj+ 
sfo{nfO{ PsLs[t u/L gLltnfO{ ;do;fk]If / nf]stflGqs agfpg ;xof]u 
ug]{ p2]Zon] ;]G6/n] g]kfnM ldl8of kf]ln;L xa / l;les :k]z kf]ln;L 
xa ;~rfng ub}{ cfPsf] 5 .

yk hfgsf/Lsf nfluM

;]G6/ km/ ldl8of l/;r{ – g]kfn 
kf]=a=g+= @$^@@, sf7df8f}+, g]kfn

?b|dlt dfu{, cgfdgu/, sf7df8f}F .
Od]nM cmrnepal@butmedia.org
j]eM research.butmedia.org 


